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Password Reset and Google Authentication:

Please note that a user can request that the Two Factor Authentication (TFA) pin feature on their
account be de-activated by emailing registrations@jiedr.ie.

Step 1: Reset your IEDR Account Password:

Go to your web-browser and browse to https://console.iedr.ie
The following page will be displayed:

.
L
® o
oledr? i
[ N J Home Login Reset Password Create New Account Log In Instructions Get Your Authcode DNS Check

Welcome to the IEDR Console.
You can manage and request changes to .ie domains here.
For information on our processes, please see the options below:

= Applying for a Domain

« Accredited ie Registrars

= Changing DNS Information

« Updating Admin Contact Information

= Updating Technical Contact Information
+ Renewing your Domain

«» Billing Transfer

+ Reqgistrant Transfer

« Our Policies

Questions?

IEDR staff are happy to help you with any queries you have
Accounts Department - accounts@iedr.ie

Registrations Department - registrations @iedr ie

Technical Department - asd@iedrie

These departments can be contacted by telephone at 01-2365400

Feedback

We welcome feedback to help us improve cur services. If you've any thoughts, please contact us by email to conscle@iedrie.

|E Domain Registry CLG. Registered Office: 2 Harbour Square, Crofton Road, Dun Laoghaire, Co. Dublin
Registered No: 315315. VAT No: |E 6335315V Phone: +353 1 2365400 - Fax: +353 1 2300365 :: |E Domain Registry CLG @ 2017

Click the 'Reset Password' tab to the right of the Login button. The following page will load.
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Request Password Change

Account Number {Nic-Handle)

Reset Password

|E Domain Registry CLG. Registered Office: 2 Harbour Sgquare, Crofton Road, Dun Laoghaire, Co. Dublin.
Registered No: 315315. VAT No: IE 6335315V Phone: +353 1 2365400 :: Fax: +353 1 2300365 :: |E Domain Registry CLG © 2017

Enter your Account Number (Nic-Handle; this ends with -IEDR) and click the 'Reset Password'
button.

An email with the reset link needed to complete the password reset will be sent to the email address
associated with that Account Number, and your browser will display the following page.
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Thank you for your request
You will shortly receive an email containing instructions on how to complete the password reset process

Please note that this email will be sent to the email address on file for your account.

If you have any questions, please contact our Registrations Department by telephone on 01-2365400 or by email to registrations@iedr.ie.

|E Demain Registry CLG. Registered Office: 2 Harbour Square, Crefton Read, Dun Lacghaire, Co. Dublin.
Registered Mo: 315315, VAT Mo IE 6335315V Phone: +353 1 2365400 :: Fax: +353 1 2300365 :: IE Domain Registry CLG @ 2017

An email like the following will be sent to the email address we have on file for your account:

Diear Customer,
Thank vou for vour password reset request.
To finish resetting vour password, please click on the link below:

hitps://consaleiedr iedndex phpPr=passwordReset'chansePassword & user=A CCO

UNTNUMBER-TFDR & token=RIc0VET4C06845a0

Dhidn't request this?

Please let our Registration Services Team know by email reply, or call us on 01
2365400.

Eind Regards

Registration Services Team
IE Domain Registry CLG
Tel: +353 (1) 2363400
Fax =333 (1) 2300365
Web: warwiedr.ie

Click on the hyperlink in the email or copy it into a browser to reset your password. The following
Screen will display:
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Reset Password
To finish resetting your password, please enter your new password below, and ensure it meets our guidelines:
Your new password must include at least one:

= uppercase letter

» lowercase letter

« digit

« character from the set .- #@|[15%&"+/

Enter New Password

Repeat New Password

Change Password

|E Domain Registry CLG. Registered Office: 2 Harbour Square, Crofton Road, Din Lacghaire, Co. Dublin.
Registered Mo: 315315. VAT No: IE 6335315\ Phone: +353 1 2365400 :: Fax: +353 1 2300365 :: |E Domain Registry CLG ® 2017

Note that the password you choose must conform to specific rules. It must be within 8-16
characters in length, contain one upper-case letter, one lowercase letter, one numerical digit and one
non-alphanumeric character from the set _-#@|!$%&*+/

Complete the form fields and click the 'Change Password' button.

If no errors are displayed on screen a confirmation page is presented. Otherwise you will need to
correct the errors on screen and try again.
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Password changed successfully. |

Login
Please enter the required details below:
Figlds with * are required.

Account Number (Nic-Handle) *

Password *

|E Domain Registry CLG. Registered Office: 2 Harbour Sguare, Crofton Road, Din Laoghaire, Co. Dublin
Registered Mo: 315315, WAT Mo: IE 6335315V Phone: +353 1 2365400 :: Fax: +353 1 2300365 . |E Domain Registry CLG ® 2017

**Note: To enable 2-factor Authentication, this can now be done in the “My Account”
Hyperlink in the top right hand corner following login.
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Step 2: Setup Two Factor Authentication PIN generation.

This example uses the Chrome plugin listed in the Chrome Webstore:
https://chrome.google.com/webstore/search/gauth but feel free to use any 2 factor authentication
client that is suitable for your operating system, browser or mobile needs.

Each client you choose should only prompt you for a title (you can use your Account Number) and
the secret key that would have displayed on screen after enabling 2-factor Authentication.

**Please note that while Chrome is necessary to install the plugin, you do not need Chrome to
browse the Console.**

Open https://chrome.google.com/webstore/search/gauth in an up to date version of Chrome. Click
on the 'Add App' button to start the installation.

GAuth Authenticator + ADDTO CHROME
offered by gauth.apps.gbraad.nl Productivity
This application generates TOTP tokens for multi-factor authentication used by Google, Dropbox, ropre (53]

Amazon and many others.

f““‘\ﬁ
Add "GAuth Authenticator™? [@j
-
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Once the app is installed you can find it in the Chrome Browser under Apps. Open it.

/ & ChromeWebStore-ga. X ¥ i Apps

C |® chrome://apps T ‘ -}

5 Apps £) AnIntroduction to S2 Environments ¥, QA

Nt signed in to Chrome
[Vou're missing out—sign in)
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An initial example Account will be displayed. Remove it by clicking on the pen icon on the top
right hand side of the window.

Click the Add button to add a new account.

* Click Add.

* Enter your Account Number into the Account Name field.

* Enter the secret key that appeared as New Key after resetting your password in step 1 above
into the Secret Key field.

* Your 2 Factor Authentication client is now setup to generate 6 digit PIN numbers.

Note that the client does not need to be kept running when you log in. While it is running it will
continue to generate new PIN numbers. Only the current PIN number shown will be valid for
logging into your account.

Step 3. Login.
Browse here: https://console.iedr.ie/index.php?r=site/login

Enter your Account Number, password, and the current 6 digit PIN value displayed in your
Authentication client — please make sure that the PIN number is not about to expire / change.

Alternative Two Factor Authentication Clients

If you are a smart phone user, download the Google Authenticator app from the app store
appropriate for your phone operating system.

Apple iPhone users: Click Here
Android users: Click Here

If you do not own a smart phone, please use the GAuth Chrome App mentioned above:
https://chrome.google.com/webstore/detail/gauth-
authenticator/ilgcnhelpchnceeipipijaljkblbcobl?hl=en

Note that a Chrome browser is necessary to install the plugin, but you do not need Chrome to
browse the Console.

For alternative options please view the Google Two Factor implementation list here:
http://en.wikipedia.org/wiki/Google Authenticator#Implementations
However, please bear in mind that we do not offer technical support for any client other than GAuth.
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Troubleshooting.

Make sure that the value you're pasting into the secret key field of the Gauth Authenticator is
the value printed to screen after successfully enabling Two Factor Authentication.

Ensure the time on the machine you connect from is correct, as the PIN generation is time-
sensitive. The current correct time is displayed on the console login screen.

If you've completed the above steps and cannot login, try clearing your browser cache before
you start the password reset process again.

If you never received the password reset email from step 1, first check your spam folder. If
you still have not received the email, it is likely that the e-mail address on your account is
out of date. In order for you to proceed please contact our Registration Services Team at

registrations@jiedr.ie or 01 2365400 option 2 for information on how to update your contact
information.
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